
OSI Model — Protocols & Security Technologies by Layer
The seven-layer OSI model (ISO/IEC 7498-1) extended with Layer 0 (hardware, firmware & supply chain) on the outer ring and Layer 8 (people & governance) at the core.
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RING SET B · RECEIVING STACK · HOW EACH LAYER IS DEFENDED
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LAYER KEY · DATA UNIT · CONTROLS BY FUNCTION (PREVENT · DETECT · RESPOND)
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CROSS-LAYER CAPABILITIES
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Mapping is indicative: several protocols span layers or sit differently in the TCP/IP model (e.g. TLS spans L4–L7; BGP runs over TCP but is charted at L3 for its routing role).

Teaching model: ring position does not imply trust — apply Zero Trust at every ring. Controls sit at the layer they primarily act on; P / D / R = prevent, detect, respond. Jon Silvester · linkedin.com/in/jonsilvester

https://www.linkedin.com/in/jonsilvester

